[image: image1.emf][image: image2.png]XTENSION

Cooperative Extension



What is Identify Theft?

Identity Theft is a crime. The criminal obtains and uses personal identifying information and uses it for his or her own personal gain. 

This crime varies widely, and can include check fraud, credit card fraud, financial identity theft, criminal identity theft, governmental identity theft, and identity fraud. 

How common is this?

· 10 million people per year experience this.

· The average victim spends 30 hours fixing the problem and loses $1,882.

· 16% of the time the victim personally knew the person who had misused their personal information.

· 25% do not discover that their identity was stolen for 6 months.

What Information can be stolen?

· Social Security Numbers
· Birthdate
· Account numbers – bank account
· Account numbers – investment account
· Account numbers – credit or debit card account
· Account numbers – PayPal or other payment system account
· Account numbers – Online shopping account (e.g. Amazon, iTunes, etc)
· Verifying information - Place of birth, maiden name, parents’ middle names, phone numbers, prior addresses
· Internet account passwords
· Driver’s license number

· Medical record or insurance information

How is information Stolen?

1. Theft of a wallet

2. Lost wallet

3. Paper documents (dumpster diving)

4. Theft of mail

5. Phishing email or website

6. Mail/Phone Scams

7. Compiling data from social networking sites (e.g. Facebook)

8. Current or discarded mobile phones, PDAs, laptops, and computers (even ‘erased’ units)

9. Computer data breach

10. Retrieval of photocopier memory cards

While data breaches often attract media attention due to the large number of people affected, the most common causes of ID theft are actually lost or stolen wallets or paper documents.

What do these people do with this information?

There is a long and growing list of domestic and international criminals who buy, sell and trade personal information. The information might be used just to make fraudulent purchases. Signs of this include a few small purchases on a credit card at places (or even countries) the consumer has never been. Then a large purchase for something that is able to be resold quickly and not traced back to the buyer (for example tickets to an event).

Other schemes may use the data to build an application for a loan or even to buy real estate under an assumed name in order to later defraud the lender or seller. A growing scheme is to use medical information to make fraudulent medical insurance claims. False claims for Medicare reimbursement often are based on stolen information, and can amount to millions of dollars. 

How can I prevent ID Theft?

· Don’t keep your Social Security card in your wallet.

· Don’t keep any other cards in your wallet with your SS ID add to the card or those of your family.

· Never put your Social Security number on a check

· Mail bills at a Post Office location or box.

· Use EFT for incoming checks and payments. Avoid having items mailed to your home if you are not home to get the mail quickly.

· Keep your wallet thin – carry only what you need – and keep a record at home of what is in your wallet in case you lose it.    

· Report lost or stolen cards immediately. Your liability is limited to $50 if you do.
· Watch your statements. Look for even small items you find suspicious and report them promptly. Most financial institutions and firms have fraud teams and will act immediately.

· Never provide personal information over the phone.

· Shred. 

· Check your credit report (www.annualcreditreport.com) three times a year (one from each agency).

· Never trust emails sent to you or web sites asking for information. 

· Use firewalls, anti-spyware, and anti-virus software on your home computer (see www.OnGuardOnline.gov ).

· Use ‘smart’ passwords no one could guess.

· Beware of any call asking you about your accounts or past due bills you know you have paid. 

What if I am a Victim?

1) Contact the Wisconsin Office of Privacy Protection at 1-800-422-7128 or WisconsinPrivacy@datcp.state.wi.us.
2) Contact the Federal Trade Commission (FTC) to file a complaint (http://www.ftc.gov/bcp/edu/microsites/idtheft/). 

3) Use the FTC form to file a complaint with your local police department.  

4) Issue a fraud alert by contacting any one of the three nationwide credit reporting companies (you need to only call one of the three companies to place an alert):

· TransUnion: 1-800-680-7289; www.transunion.com; Fraud Victim Assistance Division, P.O. Box 6790, Fullerton, CA 92834-6790 

•
Equifax: 1-800-525-6285; www.equifax.com; P.O. Box 740241, Atlanta, GA 30374-0241

•
Experian: 1-888-EXPERIAN (397-3742); www.experian.com; P.O. Box 9554, Allen, TX 75013

5) If you feel you are at risk of further harm (for example, medical ID theft could become credit ID theft), in Wisconsin you can issue a security freeze, (or credit freeze). This locks down your credit file and blocks access by potential creditors. See: http://privacy.wi.gov/securityfreeze/securityfreeze.jsp
A credit freeze does not affect your credit score. You can open a new account or other activities where a business has a legitimate need to review your credit report if you call the credit reporting company to lift your credit freeze temporarily.

Credit bureaus are not required to share a security freeze with other credit agencies as they are with a fraud alert. If you want to freeze all your credit files, you have to contact each company. 

Credit reporting companies may charge you a fee to place a freeze or to lift it. 

In Wisconsin (as of 2007) security freeze must be requested in writing by you, by certified mail, to each of the three consumer reporting agencies.

The fee to place a security freeze is $10.00 for each credit reporting agency. If you submit a copy of a valid police report that verifies you are a victim of identity theft, no fee will be charged.

Cell Phones and Computers

Remove personal information before you dispose of your phone. Always remove the memory or subscriber identity module (SIM) card from the phone.  Information may stay on the phone’s operating system, however, so the phone must be completely ‘reset’. Several websites offer tips for each brand of phone (for one example see: http://www.pcmag.com/article2/0,2817,2337035,00.asp) 

Machines with hard drives need to have the drive reformatted and then removed before the machine can be disposed of. There is a chance that some data will remain and only destroying the hard drive will ensure data is not stolen. 

More Resources: 

Identity Theft Resource Center®    http://www.idtheftcenter.org/
Collation Website to Promote National Protect Your Identity Week

http://www.protectyouridnow.org/
Federal Trade Commission ID Theft Website http://www.ftc.gov/bcp/edu/microsites/idtheft//
FTC Material to Educate Your Community

http://www.ftc.gov/bcp/edu/microsites/idtheft/become-a-partner.html 
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